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Basic Concepts

Concept of partial failure

A distributed system consists of components
(processes, communication channels, etc)

Partial failure takes place when a component
falils

— Goal Is to continue in the presence of partial
failures.

— and to automatically recover from partial failures

without seriously affecting the overall performance
Fault tolerance is closely related to
dependability:

— A dependable system must tolerate partial failures
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Terminology

— A system fails when it is not living up to its specifications

— An error Is a a part of system’s state that may lead to a
failure

— The cause of an error is called a fault.

—~ Dependable system is where you can manage
faults
» Fault prevention: prevent the occurrence of a fault

e Fault tolerance: build a system that can provide its
services In the presence of faults.

e Fault removal: reduce the presence, number, and
seriousness of faults.

e Fault forecasting: estimate the present number,
future incidence, and the consequences of faults
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Failure Models
« Different types of failures.

Type of failure Description

Crash failure A server halts, but is working correctly until it
halts
Omission failure A server fails to respond to incoming requests
Receive omission A server fails to receive incoming messages
Send omission A server fTails to send messages
Timing failure A server's response lies outside the specified
time interval
Response failure The server's response is incorrect
Value failure The value of the response is wrong
State transition failure | The server deviates from the correct flow of
control
Arbitrary failure A server may produce arbitrary responses at

(Byzantine failure) arbitrary times
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Process Resilience

» Basic approach

— Organize several identical processes into a group; if a
process in the group fails the others take over.

— Group of processes act as IT they were a single entity

* Flat groups:

— All processes are equal; all decisions are made
collectively

— No single point of failure; hard to implement
-~ May iImpose overhead as control is completely
distributed
e Hierarchical groups:

— All communications are done through a single
coordinator; easy to implement

— Loss of the coordinator brings the entire group to a
halt 11
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Groups & Failure Masking

Assumption

— All requests arrive at all servers in the same order
(atomic multicast problem)

When a group can mask any k concurrent
member failures, it is said to be k-faul t
t ol erant (k Is called degree of fault tolerance)

Question
—~ How large should a k-fault tolerant group be?

Answer partly depends on the fault type

— I kK processes stop silently, then we need k+1
processes to provide k-fault tolerant system

— I processes exhibit Byzantine failures, we need 2k+1
processes to achieve k degree of fault tolerance If the
client base its decisions on majority 13




Agreement In Faulty Systems (1)

* Problem:
—~ To reach an agreement in face of process failures

—~ For example, electing a coordinator, deciding whether
or not to commit a transaction, dividing up tasks among
workers, and synchronization

— The problem Is more intricate since reaching an
agreement needs majority of votes among correctly
functioning processes.

— Another issue Is to reach this consensus within a finite
number of steps.

 Lamport proved that in a system with k faulty
processes, agreement can be reached only If
2k+1 correctly functioning processes are
present, for a total of 3k+1
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Agreement In Faulty Systems (2)

* Byzantine generals problem:

There are n blue army generals who want to attack a
red army

They want to exchange troop strengths

After finite number of steps each general will have a
vector of length n corresponding to all blue armies

But, k generals are known to be traitors
Traitors lies to everyone

Traitors do not cooperate since it is unknown who the
traitors are

There Is reliable point-to-point communication channels
between two generals.
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(e.g. duplicate messages)

18



Point-to-Point Communication

» Point-to-point communication is established by
making use of a reliable transport protocol, such
as TCP.

« TCP masks omission failure (i.e. lost messages) by
acknowledgements and retransmissions

* Crash failures are not masked (TCP connection is
abruptly broken)

— Distributed system lets the client know that the
channel has crashed

— and takes care of problem by setting up a new
connection
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Reliable RPC (RM1)

Transparency may be lost when an error occurs.
What can go wrong?

1.
2.

3.
4.

D.

The client is unable to locate the server

The request message from the client to the server is
lost

The server crashes after receiving a request

The reply message from the server to the client is
lost

The client crashes after sending the request

What to do?
[1:] Relatively simple - just report back to client (raise

an exception or use signals)

[2]: Just resend the message (if an acknowledgement

does not arrive after a certain time period elapsed)
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Server Crashes: Print Example (4)

1. M>P->C. a crash occurs after sending completion
message and printing the text

2. M>C( 2>P) : acrash happens after sending the
completion message, but before the text could be
printed

3. P>M>C. a crash occurs after sending the completion
message and printing the text

4. P>C>(M: the text printed, after which a crash
occurs before the completion message could be sent

5. C2>(P>M : acrash happens before the server could do
anything

6. C2>( M>P) . a crash happens before the server could do
anything
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t Example (5)

Server

Strategy P > M
C(MP) PMC  PC(M C(PM
Al ways
Never

Only when ACKed

Only when not
ACKed

 Different combinations of client and server strategies in

the presence of server crashes.
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[4:] Lost Reply Messages

» Detecting lost replies can be hard;

— the client cannot know why there is no answer: the
reply message Is lost or the server crashed or it is just
slow.

— I.e. the client is not sure whether the request is
carried out or not
e Solution

— The client resend the request and does nothing to
prevent duplicate execution If the request is an
iIdempotent

- Otherwise; It can assign each request a unique
seguence number.

— Or It indicates IT the request iIs original or a reissue.

- The last two solutions put extra burden on the server
28



[5:] Client Crashes (1)

* The problem

—~The server Is processing the request and tying up the
valuable resources for nothing (orphan computation)

» Solutions

1.Extermination: the client keeps a log on persistent
storage that survives the crashes; when the client
recovers, it checks the log file and kills explicitly the
orphan computation

2.Reincarnation: divide time up into sequentially
numbered epochs

— when a client recovers, It announces the starting of a
new epoch;

— when announcement is received, the orphan
computations are killed on behalf of the client. If
the network is partitioned some orphans can suryjve




