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Education

1993 — 1999, Ph.D., Bogazici University, Dept. of Computer Engineering
1991 — 1993, M.Sc., Bogazici University, Dept. of Computer Engineering
1987 — 1991, B.Sc., Bogazici University, Dept. of Computer Engineering

Employment
2015 - Professor of Computer Science and Engineering, Faculty of Engineering and Natural Sciences,

Sabanci University, Istanbul, Turkey

2017 — 2018 Visiting Professor, Faculty of Computer Science, Dalhousie University, Halifax, NS, Canada
2008 — 2015 Associate Prof. of Computer Science and Engineering, Faculty of Engineering and Natural Sciences,

Sabanci University, Istanbul, Turkey

2002 - 2007 Assistant Prof. of Computer Science and Engineering, Faculty of Engineering and Natural Sciences,

Sabanci University, Istanbul, Turkey

2001 - 2002 Consultant, rTrust Technologies, USA
1999 -2002 Post-doctoral research associate, Information Security Lab., Oregon State University, Corvallis,

Oregon, USA

1999 - 2001 Visiting Asst. Prof., Oregon State University, Dept. of Electrical and Computer Engineering,

Corvallis, Oregon, USA

1999 Instructor, Bogazici University, Computer Engineering Dept., Istanbul, Turkey
1991 -1999 Research and Teaching Assistant, Bogazici University, Computer Engineering Dept.
1992 — 1999 Researcher, Bogazici University, Computer Engineering Dept., Computer Network Research Lab.,

Istanbul, Turkey

General Research Interests and Areas of Expertise

Information and Network Security

Privacy and Security in Wireless, Body Area, Ad Hoc and Sensor Networks
Digital Certificates and Public Key Infrastructures

Application-level Network Security Protocols

E-mail security

Electronic Commerce and Electronic Payment Systems

Cloud Computing Security

0T Security

Cryptography

Computer Networks and Communications

Projects involved

Smart City, funded by TUBITAK (Scientific and Technical Research Council of Turkey). (co-Pl: 2023 — 2024)
FUSE: Full-managed secure gateway for Home Automation Systems, funded by TUBITAK (Scientific and
Technical Research Council of Turkey) and NCBIiR (National Centre for Research and Development in Poland),
(PI: 2017 — 2020).

Secure Communication in Body Area Networks, funded by TUBITAK (Scientific and Technical Research Council
of Turkey), (PI; 2015 — 2017).

Akilli cihazlarda tek kullammlik anahtar ile gliglendirilmis giivenli ¢coklu ortam iletisimi (Secure Multimedia
Communication in Smart Devices Reinforced by using One-Time Keys), funded by Turkish Ministry of Science,
Industry and Technology San-Tez program (project partner is Netas Telekomiinikasyon A.S., (PI; 2015 — 2017).
Privacy Enhancement for Cloud-based Secure Transaction Signer, funded by Kuveyt Tiirk Participation Bank R&D
Center and Kobil Ltd. (main funding by TUBITAK-TEYDEB), (PI; 2014 — 2016).

Design and Development of Security Infrastructure for Mobile Sensor Networks, funded by TUBITAK (Scientific
and Technical Research Council of Turkey), (PI; 2011 — 2013).

Secure and Seamless Payment for Wireless Mesh Networks, funded by Tirk Telekom, (PI: 2011 — 2013).

Privacy Protecting Biometric Authentication Systems, funded by TUBITAK (Scientific and Technical Research
Council of Turkey), (Researcher; 2006 — 2008).

Secure and Scalable Key Distribution in Ad Hoc and Sensor Networks, funded by TUBITAK-CAREER program
(PI; 2005 — 2010).



Design and Realization of Secure Sensor Network Node Prototype on a Programmable Logic Device (FPGA),
funded by TUBITAK (Researcher; 2004 - 2007).

Development of a secure e-mail system based on Account Authority Digital Signature (AADS) model, in Oregon
State Uni., sponsored by SITI co., (Researcher; 2000).

Investigation of fast packet communication and security problems in wireless networks, in BU, sponsored by
TUBITAK, (Researcher ; 1998).

Development of key servers for Internet security, in BU, sponsored by B.U. Research Fund, (Researcher ; 1998).
Design and simulation of computer networks, in BU, sponsored by B.U. Research Fund, (Researcher ; 1994).
Frame relaying as a fast packet switching technique in heterogeneous computer networks, in BU, sponsored by
B.U. Research Fund, (Researcher ; 1993).

Industrial Projects Involved

Development of Browser Fingerprint and Malware Detection Systems (Bilgisayar Kimligi olusturma ve Zararh
Yazilim Tespiti Sistemlerinin Gelistirilmesi), funded by fraud.com/HIS, (Pl; 2022-2024).

BEGA: Ag Trafik Ayristirict Ozellikli Bulut Erisim Giivenlik Aracis1 (Cloud Access Security Agent with Network
Traffic Classification), project run by NURD Yazilim A.S. — Comodo, funded by TUBITAK-TEYDEB (Scientific
and Technical Research Council of Turkey, Technology and Innovation Funding Programs) under 1501 program,
(Consultant; 2019-2020).

Giivenli Mobil Medya Iletiminde Rekabetci Zengin Servisler ve Merkezi Yonetim Sistemi Tasarimi (Competitive
rich services and central management system design for secure media transfer), project run by NETAS
Telekomiinikasyon A.S., funded by TUBITAK-TEYDEB (Scientific and Technical Research Council of Turkey,
Technology and Innovation Funding Programs) under 1501 program, (Consultant; 2019).

Medya Guvenlik Platformu— ileri Uygulamalar (Media Security Platform — Advanced Applications), project run
by NETAS Telekomiinikasyon A.S., funded by TUBITAK-TEYDEB (Scientific and Technical Research Council
of Turkey, Technology and Innovation Funding Programs) under 1501 program, (Consultant; 2015 — 2016).

STS (Secure Transaction Signer) - Bulut Tabanli Ugtan Uca Giivenlik altyapisinda Cevrimici Islem Imzalama
Teknolojisi (Online Transaction Signing in Cloud Based End-to-End Security Architecture), project run by Kuveyt
Turk Participation Bank R&D Center and Kobil Ltd., funded by TUBITAK-TEYDEB (Scientific and Technical
Research Council of Turkey, Technology and Innovation Funding Programs) under 1501 program, (Consultant;
2014 - 2016).

AirTies Uriinlerinde igerik Koruma Teknolojileri ve Ag Giivenligine Yonelik Yazilim ve Donamim Tasarimi
Yapilmasi ve Gelistirilmesi (Design and Development of Software and Hardware for Network Security and Content
Protection in Airties Products), project run by Airties A.S., funded by TUBITAK-TEYDEB (Scientific and
Technical Research Council of Turkey, Technology and Innovation Funding Programs) under 1501 program,
(Consultant; 2015 — 2015).

Mobil letisim Sistemleri icin Akilli Cihazlarda Medya Giivenligi Platformu (Media Security Platform for Mobile
Operating Systems of Smart Phones), project run by NETAS Telekomiinikasyon A.S., funded by TUBITAK-
TEYDEB (Scientific and Technical Research Council of Turkey, Technology and Innovation Funding Programs)
under 1511 program, (Consultant; 2014 — 2015).

SIM Tabanli Giivenlik Uygulamalar1 (SIM-based Security Applications), project run by PROVUS A MasterCard
Company, funded by TUBITAK-TEYDEB Scientific and Technical Research Council of Turkey, Technology and
Innovation Funding Programs) under 1511 program, (Consultant; 2012 — 2014).

Development of Broadband Service Manager, sponsored by Gantek Technologies, Turkey, funded by TUBITAK-
TEYDEB and TTGV (Technology Development Foundation of Turkey) (co-Pl; 2004 — 2005).

Educational Experience

At Sabanci University (2002 — onward): Teaching C++ (service course; 2002 — 2007, 2015), Advanced
Programming and Data Structures (2010 — onward), Computer Networks (grad and undergrad level; 2002 —onward),
Computer and Network Security (grad and undergrad level; 2003 — onward), Wireless, Ad Hoc and Sensor
Networks Security (grad level; 2005 —onward), Privacy Preserved Data Management (grad level; 2005 - 2009)
courses

At Dalhousie University (2018): Cloud Computing course

At Oregon State University (1999 — 2001): Microprocessor Based System Design and Computer Architecture
courses

At Bogazici University (1993 — 1999): Teaching Programming Language courses

Supervised M.Sc. and Ph.D. Theses

1.
2.

Merve Can Kus, "Differential Privacy in Financial Distributed Ledger Applications", 2022.
Artrim Kjamilji, "Blockchain Driven Secure and Private Machine Learning Algorithms for Post-quantum 5G/6G
Enabled Industrial with Applications to Cyber-Security and Health", 2021.
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Muhammed Ali Bing6l, "Efficient and Secure Schemes for Private Function Evaluation”, 2019.

Duygu Karaoglan Altop, "Secure intra-network communication for body area networks", Ph.D. Thesis, 2016.
Siileyman Kardas, "Security and Privacy in RFID Systems", Ph.D. Thesis, 2014 (recipient of Gursel Sénmez
research award).

Belal Mohammed Amro, "Privacy aware collaborative traffic monitoring via anonymous access and autonomous
location update mechanism”, Ph.D. Thesis, 2012,

Hayretdin Bahsi, "Privacy preserving data collection framework for user centric network applications”, Ph.D.
Thesis, 2010.

Cavit Ozbay, "Blacklisting based anonymous authentication scheme for sharing economy”, 2022.

Halit Alptekin, "Trapdroid: Bare-metal android malware behavior analysis framework", 2021.

Mustafa Aydin, "Intelligent cyber attack detection using social media posts", 2021.

Sevval Simsek, "Privacy preserving identification in home automation systems", 2021.

Simge Demir, "lIdemix based anonymization for home automation systems", 2021.

F.Kerem Ors, "Data driven intrusion detection for 6LoOWPAN based 10T systems", 2021.

Ahmet Kasif, "Design of privacy and security centric home automation system", 2020.

Beste Seymen, "On the Establishment of Pseudo Random Keys for Body Area Network Security Using
Physiological Signals"”, M.Sc. Thesis, 2019.

Ramin Armanfar, "A Practical Privacy-Preserving Public Key Repository", M.Sc. Thesis, 2017.

Omer Mert Candan, "Secure Multimedia Communication in Smart Devices Reinforced by using One-time Keys",
M.Sc. Thesis, 2017.

Laleh Eskandarian, "Secure Key Agreement Using Cancelable and Noninvertible Biometrics Based on Periodic
Transformation™, M.Sc. Thesis, 2017.

Ramin Armanfar, " A Practical Privacy-Preserving Public Key Repository”, 2017.

Dilara Akdogan, "Secure key agreement using pure biometrics”, M.Sc. Thesis, 2016.

Naim Alperen Pulur, "Medically Adaptive Role Based Access Control Model (MAR-BAC)", M.Sc. Thesis, 2015.
Can Serhat Leloglu, "Secure and seamless prepayment for wireless mesh networks", M.Sc. Thesis, 2013.

Merve Sahin, "Dynamic keyring update mechanism for mobile wireless sensor networks”, M.Sc. Thesis, 2013.

A. Onur Catakoglu, "Uneven key predistribution scheme for multiphase wireless sensor networks", M.Sc. Thesis,
2013.

Salim Sarimurat, "Hash graph based key predistribution scheme for mobile and multiphase wireless sensor
networks", M.Sc. Thesis, 2013.

Firat Hamit Tahaoglu, "A security and privacy infrastructure for cloud computing using group signatures", M.Sc.
Thesis, 2012.

Osman Kiraz, "Maintaining trajectory privacy in mobile wireless sensor networks"”, M.Sc. Thesis, 2012.

Can Yildizli, "Increasing chances of survival for malware using theory of natural selection & the selfish gene™,M.Sc.
Thesis, 2011.

Kibra Kalkan, "A key distribution scheme for mobile underwater wireless sensor networks", M.Sc. Thesis, 2011.
Mustafa Ozan Uysal, "A security framework for mobile communication”, M.Sc. Thesis, 2011.

Oya Simsek, "A distrubuted scheme to detect wormhole attacks in mobile wireless sensor networks™, M.Sc. Thesis,
2011.

Kevser Karaca, "A key distribution scheme tailored for mobile sensor networks", M.Sc. Thesis, 2011.

Hiseyin Ergin, "Implementation of key distribution schemes on real sensor network nodes", M.Sc. Thesis, 2011.
Can Yicel, "A secure prepaid micropayment scheme for wireless mesh networks", M.Sc. Thesis, 2010.

Murat Ergun, "Resilient and highly connected key predistribution schemes for wireless sensor networks", M.Sc.
Thesis, 2010.

Duygu Karaoglan, "A key establishment scheme for wireless mesh networks using identiy-based cryptography and
threshold secret sharing™, M.Sc. Thesis, 2009.

Omer Zekvan Yilmaz, "The effect of time dimension and network dynamics on key distribution in wireless sensor
networks", M.Sc. Thesis, 2009.

Can Berk Guder, "Effcient and secure delivery of area-persistent safety messages in vehicular ad hoc networks",
M.Sc. Thesis, 2008.

Abdilhakim Unlii, "Two-tier, location-aware and highly resilient key predistribution scheme for wireless sensor
networks", M.Sc. Thesis, 2006.

Sinan Emre Tas¢1, "Simple and Flexible Random Key Predistribution Schemes for Wireless Sensor Networks Using
Deployment Knowledge", M.Sc. Thesis, 2006.

Zafer Girel, "The Design and Development of Secure Password Synchronization and Querying System for
Enterprise Networks", M.Sc. Thesis, 2004.

Cagil Can Oniz, "Design and Development of Cryptographic Fair Exchange Protocols", M.Sc. Thesis, 2004.
Burak Bayoglu, "WTLS (Wireless Transport Layer Security) is the security protocol designed for WAP (Wireless
Application Protocol) protocol stack. Negotiation of the security”, M.Sc. Thesis, 2004.

Mahmut Ozcan, "Design and development of practical and secure e-mail system”, M.Sc. Thesis, 2003.



Organizational and Administrative Experience

Local Organization co-chair of BalkanCom 2023 (Sixth International Balkan Conference on Communications and
Networking).

Program co-chair of ISCIS 2016 (31% International Symposium on Computer and Information Sciences).

Program co-chair of ISCIS 2015 (30" International Symposium on Computer and Information Sciences).

Program co-chair of ISCIS 2014 (29" International Symposium on Computer and Information Sciences).

Program co-chair of ISCIS 2013 (28™ International Symposium on Computer and Information Sciences).

General chair, NTMS 2012 (5" IFIP International Conference on New Technologies, Mobility and Security).
Program co-chair of ISCIS 2012 (27" International Symposium on Computer and Information Sciences).

Program co-chair of ISCIS 2011 (26™ International Symposium on Computer and Information Sciences).
Workshops chair for NTMS 2011 (4" IFIP International Conference on New Technologies, Mobility and Security)
Publicity co-chair for GameSec 2010 - Conference on Decision and Game Theory for Security.

Program Committee co-Chair for Security Track of NTMS 2009 (3" International Conference on New
Technologies, Mobility and Security).

General Chair of SecureComm 2008 (4" International Conference on Security and Privacy in Communication
Networks).

Local Arrangements Chair of MASCOTS 2007 (15th Annual Meeting of the IEEE International Symposium on
Modeling, Analysis, and Simulation of Computer and Telecommunication Systems).

General and Program co-Chair of ISCIS (International Symposium on Computer and Information Sciences) 2006.
Chair of external transfers committee at Sabanci University, 2008 — 2012.

Member of Graduate School Administrative Board at Sabanci University, 2008 — now

Member of Graduate School Board at Sabanci University, 2011 — now

Member of Faculty Board at Faculty of Engineering and Natural Sciences, Sabanci University, 2011 — 2015
Member of Accreditation Committee at Sabanci University, 2012 — now

Faculty representative to Undergraduate Programs Recruitment Committee, 2008 - 2012

CS program graduate advisor at Sabanci University, 2005 — 2012, 2019 — 2020.

Member of external transfers committee at Sabanci University, 2005 — 2012, 2014.

CS program coordinator at Sabanci University, 2004 — 2005, 2020 — now.

Chair of the Academic Archive Committee at Sabanci University, 2003 — 2009.

Participation in the organizing committee of the TAINN 93, ISCIS 94, BAS 96 and ISCIS 97 symposiums.
Member of the team of the “Elektronik Ticaret Uygulama Gosterileri” which is a roadshow on the electronic
commerce applications. This show has been presented about 15 times throughout Turkey in 1998 and 1999.
Assistant to summer training coordinator, 1998 - 1999.

Academic advisory for the undergraduate students, 1992 — now.

Academic Service

Editorial Board Member, Computer Networks, Elsevier, 2012 — now.

Editorial Board Member, Wireless Networks, Springer, 2019 — now.

Editorial Board Member, The Computer Journal, Oxford University Press, 2009 — now.

Editorial Board Member, ITU Journal on Future and Evolving Technologies (ITU J-FET), 2020 — now.

Editorial Board Member, IET Wireless Sensor Systems, 2013 — now.

Editorial Board Member, Information Security Journal: A Global Perspective, Taylor & Francis, 2012 — now.
Guest Editor, Ad Hoc Networks (Elsevier), Special Issue on “Smart Solutions for Mobility Supported Distributed
and Embedded Systems”, 2013.

Technical Program Area co-chair of IEEE CNS 2022 (IEEE Conference on Communications and Network
Security).

Program co-chair of ISCIS 2018 (32" International Symposium on Computer and Information Sciences).

Program co-chair of ISCIS 2016 (31% International Symposium on Computer and Information Sciences).

Program co-chair of ISCIS 2015 (30" International Symposium on Computer and Information Sciences).

Program co-chair of ISCIS 2014 (29" International Symposium on Computer and Information Sciences).

Program co-chair of ISCIS 2013 (28" International Symposium on Computer and Information Sciences).

General chair, NTMS 2012 (5" IFIP International Conference on New Technologies, Mobility and Security).
Program co-chair of ISCIS 2011 (26" International Symposium on Computer and Information Sciences).

Program co-chair of ISCIS 2012 (27" International Symposium on Computer and Information Sciences).
Workshops chair for NTMS 2011 (4™ International Conference on New Technologies, Mobility and Security)
Publicity co-chair for GameSec 2010 - Conference on Decision and Game Theory for Security.

Program Committee co-Chair for Security Track of NTMS 2009 (3" International Conference on New
Technologies, Mobility and Security).



General Chair of SecureComm 2008 (4™ International Conference on Security and Privacy in Communication
Networks).

Local Arrangements Chair of MASCOTS 2007 (15" Annual Meeting of the IEEE International Symposium on
Modeling, Analysis, and Simulation of Computer and Telecommunication Systems).

General and Program co-Chair of ISCIS (21% International Symposium on Computer and Information Sciences)
2006.

Technical Program Committee Member — IEEE CNS (IEEE Conference on Communications and Network
Security), 2013, 2014, 2015, 2016, 2017, 2018, 2019, 2020, 2021, 2022 (as area co-chair), and 2023.

Technical Program Committee Member - IEEE ICC (Network Security and Information Assurance Symposium),
2006, 2010, 2011, 2012, 2013, 2014, 2015, 2016, 2017, 2018, 2019, 2020, 2021, 2022 and 2023.

Technical Program Committee Member - iNetSec (Workshop on Open Research Problems in Network Security),
2009, 2010, 2011, 2015 and 2017.

Technical Program Committee Member - CANS (The International Conference on Cryptology and Network
Security), 2016.

Technical Program Committee Member - CNSM (International Conference on Network and Service Management),
2019, 2020, 2021 and 2022.

Technical Program Committee Member - TrustCom (IEEE International Conference on Trust, Security and Privacy
in Computing and Communications), 2019, 2020, 2021 and 2022.

Technical Program Committee Member - N2S (International Conference on Network and Service Security), 2009.
Technical Program Committee Member - PST (Annual Conference on Privacy, Security and Trust), 2009, 2011.
Technical Program Committee Member - IWCMC (International Wireless Communications and Mobile Computing
Conference), 2022, 2023.

Technical Program Committee Member - Inscrypt (International Conference on Information Security and
Cryptology), 2008, 2009, 2010 and 2011.

Technical Program Committee Member - Q2SWinet (ACM International Symposium on QoS and Security for
Wireless and Mobile Networks), 2008, 2009, 2010, 2011, 2012.

Technical Program Committee Member - BlackSeaCom (International Black Sea Conference on Communications
and Networking), 2017, 2018, 2019, 2020, 2021.

Technical Program Committee Member — WCSP (International Conference on Wireless Communications and
Signal Processing), 2017 and 2018.

Technical Program Committee Member - WISTP (Workshop in Information Security Theory and Practice), 2014,
2015, 2017, 2018 and 2019.

Technical Program Committee Member - SOSOC (International Workshop on Security in Opportunistic and
SOCial Networks), 2008.

Technical Program Committee Member - SESOC (International Workshop on SECurity and SOCial Networking),
2010, 2011, 2012, 2013 and 2014.

Technical Program Committee Member - IFIP SEC 2010 (25th International Information Security Conference).
Technical Program Committee Member - SecloT (International Workshop on the Security of the Internet of Things)
2010, 2012.

Technical Program Committee Member - DSPSR 2011 (IEEE/IFIP EUC Workshop on Data Management, Security
and Privacy in Sensor Networks and RFID).

Technical Program Committee Member - 2012 Summer FTRA International Symposium on Advances in
Cryptography, Security and Applications for Future Computing (ACSA-Summer).

Technical Program Committee Member - ACM Cyber-Physical System Security Workshop (CPS-SEC) 2015 and
2017.

Technical Program Committee Member - The 3rd International Conference on Future Internet of Things and Cloud
(FiCloud-2015)

Technical Program Committee Member - The 10th International Conference on Future Networks and
Communications (FNC-2015)

Technical Program Committee Member - International Conference on Future Network Systems and Security
(FNSS), 2015, 2016, 2017 and 2018.

Technical Program Committee Member - The 6th FTRA International Symposium on Advances in Computing,
Communications, Security, and Applications (ACSA-14).

Technical Program Committee Member - International Conference on Information Security Practice and
Experience (ISPEC), 2014, 2017, 2018, and 2022.

Technical Program Committee Member - International Workshop on Cloud Security (IWOCS2014).

Technical Program Committee Member - Advanced Intrusion Detection and Prevention Workshop (AIDP'14).
Technical Program Committee Member - Second International Conference on Security in Computer Networks and
Distributed Systems (SNDS-2014)



Technical Program Committee Member - International Conference on Connected Vehicles & Expo (ICCVE), 2012,
2013, 2014 and 2015.

Technical Program Committee Member - International Balkan Conference on Communications and Networking
(BalkanCom), 2019, 2021, 2022, 2023.

Technical Program Committee Member — SUComS 2010 (The First International Conference on Security-enriched
Urban Computing and Smart Grid).

Technical Program Committee Member - SocialComNet (International Workshop on Social Computing, Network,
and Services), 2011.

Technical Program Committee Member - LightSec (Workshop on Lightweight Security & Privacy) 2011, 2013,
2014, 2015, 2016 and 2018.

Technical Program Committee Member — SPT-10T (Workshop on Security, Privacy and Trust in the Internet of
Things), 2019, 2020, 2021 and 2022.

Technical Program Committee Member - NTMS (International Conference on New Technologies, Mobility and
Security), 2011, 2012.

Technical Program Committee Member - ISCIS (International Symposium on Computer and Information Sciences)
2001, 2004, 2005, 2007, 2008, 2009, 2010, 2011, 2012, 2013, 2014, 2015, 2016 and 2018.

Technical Program Committee Member - ICCCN (International Conference on Computer Communications and
Networks) 2000, 2001, 2002, 2003, 2004, 2005, 2006, 2007, 2008, 2009 and 2010.

Technical Program Committee Member - IEEE/Create-Net SecureComm (International Conference on Security
and Privacy in Communication Networks), 2006, 2007 and 2008.

Technical Program Committee Member - SECRYPT (International Conference on Security and Cryptography),
2006, 2007, 2008, 2009, 2010, 2012, 2013, 2014, 2015, 2016, 2017, 2018, 2019, 2020, 2021, 2022, and 2023.
Technical Program Committee Member - IFIP/TC6 Networking, 2007, 2008 and 2013.

Technical Program Committee Member - IASTED CNIS (The IASTED International Conference on
Communication, Network, and Information Security), 2007.

Technical Program Committee Member - ISA (International Conference on Information Security and Assurance),
2008, 2011.

Technical Program Committee Member - IEEE Globecom (The IEEE Global Communications Conference), 2007,
2012, 2015.

Technical Program Committee Member - International Conference on Advances in Computing, Communications
and Informatics (ICACCI), 2014, 2016, 2017 and 2018.

Technical Program Committee Member - SINCONF (International Conference on Security of Information and
Networks), 2007, 2009, 2010, 2011, 2012, 2013, 2014, 2015, 2016, 2017, 2018, 2019 and 2020.

Technical Program Committee Member - IEEE SIU (IEEE Sinyal isleme ve iletisim Uygulamalari Kurultay),
2012, 2014, 2015,2017 and 2022.

Technical Program Committee Member - IEEE ISCN (International Symposium on Computer Networks), 2006
and 2008.

Technical Program Committee Member - IEEE PIMRC (Annual IEEE International Symposium on Personal,
Indoor and Mobile Radio Communications), 2011.

Technical Program Committee Member - ANT (International Conference on Ambient Systems, Networks and
Technologies), 2011, 2012, 2013, 2014.

Technical Program Committee Member - IEEE DSC (IEEE Conference on Dependable and Secure Computing),
2022.

Technical Program Committee Member - IEEE CloudCom (IEEE International Conference on Cloud Computing
Technology and Science), 2013, 2014, 2017, 2018, 2019, 2020 and 2022.

Technical Program Committee Member - CSS 2013 (5" International Symposium on Cyberspace Safety and
Security).

Technical Program Committee Member - IEEE ISSNIP 2013 (IEEE Eighth International Conference on Intelligent
Sensors, Sensor Networks and Information Processing).

Technical Program Committee Member - EUSPN 2013 (4th International Conference on Emerging Ubiquitous
Systems and Pervasive Networks).

Technical Program Committee Member - IEEE D-SPAN 2013 (4th IEEE International Workshop on Data Security
and Privacy in Wireless Networks).

Technical Program Committee Member - EICC (European Interdisciplinary Cybersecurity Conference), 2021,
2022.

Technical Program Committee Member - International Symposium on Emerging Information Security and
Applications (EISA), 2021.

Technical Program Committee Member - The Tenth International Conference on Emerging Security Information,
Systems and Technologies (SECURWARE), 2016, 2017, 2018, 2019, and 2020.

Technical Program Committee Member - SSCC 2013 (International Symposium on Security in Computing and
Communications).



Technical Program Committee Member - IASTED NCS (The IASTED International Conference on Networks and
Communication Systems), 2006.

Technical Program Committee Member - SECQOS 2006 (Workshop on Security and QoS in Communication
Networks), 2006.

Technical Program Committee Member — EWSN (European Workshop on Wireless Sensor Networks), 2005.
Technical Program Committee Member — Med-Hoc-Net (Annual Mediterranean Ad Hoc Networking Workshop),
2004.

Review Committee Member, ACSAC (Annual Computer Security Applications Conference), 2002, 2003, 2004 and
2005

Reviewer for numerous symposia, conferences, workshops and journals, including IEEE Transactions on
Computers, IEEE Transactions on Mobile Computing, IEEE Transactions on Signal Processing, IEEE Transactions
on Information Forensics and Security, IEEE Transactions on Dependable and Secure Computing, IEEE Security
and Privacy, IEEE Communications Survey and Tutorials, IEEE Internet of Things Journal, IEEE Computer, IEEE
Transactions on Intelligent Transportation Systems, IEEE Communications Magazine, IEEE Access, ACM
Transactions of Privacy and Security, International Journal of Information Security (Springer), Security and Privacy
(Wiley), IET Communications, IET Information Securityy, ACM MONET, Computer Networks (Elsevier),
Computer Communications (Elsevier), Ad Hoc Networks (Elsevier), Computers & Security (Elsevier), Journal of
Systems and Software (Elsevier), WiNet (Wireless Networks), The Computer Journal, Pervasive and Mobile
Computing (Elsevier), Journal of Intelligent Manufacturing (Springer), International Journal of Communication
Systems (Wiley), Security and Communication Networks (Wiley), Future Generation Computer Systems
(Elsevier), Expert Systems, Wireless Personal Communications (Springer), Journal on Wireless Communications
and Networking, International Journal of Distributed Sensor Networks, Journal of Information Security and
Applications, Journal of Homeland Security and Emergency Management, Journal of Optimization Theory and
Applications, International Journal of Information Security and Privacy (IGI-Global), IEEE INFOCOM, IEEE
WCNC (IEEE Wireless Communications and Networking Conference), CHES (Cryptographic Hardware
Embedded Systems) workshop, ICC (International Conference on Comm.), ISCC (International Symposium on
Computer and Comm.), ISWPC (International Symposium on Wireless and Pervasive Computing), ACM
SIGCOMM Asia Workshop, IEEE PIMRC, International Journal of Electronic Business (IJEB), Elektrik
(TUBITAK), The Handbook of Information Security (Wiley).

Project referee and inspector for various programs of TUBITAK TEYDEB, Teknogirisim (Starting Project Grant
for SMEs), TTGV (Technology Development Foundation of Turkey), KOSGEB, Tirk Telekom, STW (Dutch
Research Foundation), and FWF (Austrian Science Fund).

R&D Center Evaluation Committee Member/Referee for Ministry of Industry and Trade of Turkey

Panel member for project proposal evaluations submitted to various programs of TUBITAK EEEAG.

Panel member for project proposal evaluations submitted to SAN-TEZ program of Turkish Ministry of Science,
Industry and Technology.

Panel member for scholarship applications submitted to TUBITAK BIDEB.

Panel member and external evaluator for project proposal evaluations submitted to Qatar National Research Fund.
Promotion Committee Memberships both in Turkey and abroad.

Evaluator for applications to TUBA-GEBIP (Turkish Academy of Sciences - The Young Scientists Award
Programme) and TUBA International Academy Awards.

Evaluator for applications to Serhat Ozyar Y1lin Geng Bilim insami Odiilii (Serhat Ozyar Young Scientist Award).
Evaluator for applications to TUBITAK Science Prizes Awards.

Referee for Turkish Technology Awards, 2009, 2010 and 2012.

Independent expert to evaluate projects proposed to FP6 — IST programme (security and dependability area).
Independent expert acting as reviewer of ongoing projects for FP7.

Independent expert to evaluate projects proposed to CHIST-ERA.

Reviewer of well-known textbook by William Stallings, Cryptography and Network Security: Principles and
Practice, 5" ed., 2012.

Scholarship, Prize and Memberships

2022 Graduating Class Teaching Award (at Sabanci University)

2019 TBD (Turkish Informatics Asssociation) Prof. Dr. Aydin Koéksal Computer Engineering
Science Award

2013 — now Associate Member of SysSec Consortium (http://www.syssec-project.eu/)

2011 Turk Telekom Research Collaboration Award

2007 Graduating Class Teaching Award (at Sabanci University)

2005 TUBITAK Kariyer Award.

1994 - 1997 TUBITAK-BIDEB (formerly BAYG) Ph.D. Scholarship

1991 Graduation High Honor Grade (top 4" of the Department)

1995 - now ACM, ACM SIGCOMM and ACM SIGSAC Memberships



1996 - now IEEE and IEEE Communication Society Memberships

1999 - now IEEE Computer Society Membership

2023 - now IEEE Signal Processing Society Membership

Keynote Talks

1. "Key Generation for Body Area Networks", delivered at 13th International Conference on Security of Information
and Networks (SINCONF 2020), 05 November 2020.

2. "Leveraging Internet of Things (IoT) Security via Machine Learning", deliveredat IEEE PIMRC 2019 -
Workshop on Machine Learning for Security and Cryptography, 07 September 2019, Istanbul, Turkey.

3. "Wireless sensor network security: trends and challenges”, delivered at ICPCA 2012 - 7th International Conference

on Pervasive Computing and Applications, 28 November 2012, Istanbul, Turkey.

Invited Talks and Invited Panels
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